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In this five-day seminar you will:

e Cover virtualization basics and hardware
considerations

* Examine best practices for securing ESX
servers and a Hyper-V environment

* Explore ESX logging and other
configuration areas that will help ensure
your virtual server hosts are secure

* Develop an audit program for ESX/
Hyper-V and the virtual server
environment

¢ And much more
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Seminar Focus and Features

The popularity of virtualization continues to increase, and it is

quickly becoming the next standard for server infrastructure.
The major products in this space are VMware’s ESX and
Microsoft’s Hyper-V, and both have free versions that will
increase the momentum towards server virtualization. There
is no doubt that virtualization allows a company to do more
with less, save money on server hardware, simplify disaster
recovery and server management, and save on power and
cooling costs, but just how secure is it?

In this five-day seminar you will focus on ESX and Hyper-V
security. You will start with virtualization basics, hardware
virtualization considerations, and different versions of ESX.
You will examine best practices for securing ESX servers,
access to the management console, ESX logging, and other
configuration issues to ensure your ESX virtual server hosts
are secure and stable. You will then review Hyper-V and best
practices for securing a Hyper-V environment. Finally, you
will tie all of these concepts together with the formulation of
a suggested audit program of ESX/Hyper-V and the virtual
server environment. Case studies using a combination of

live demonstrations and exercises will reinforce important
virtualization concepts and associated audit points addressed
in real audit projects.

Prerequisite: A working knowledge of operating system security,
networking concepts, and associated logical access controls such

as those presented in Network Security Essentials (ASG203),
Intermediate Audit School ITG241), or Auditing Networked
Computers (ITG211).

Learning Level: Intermediate Field: Auditing

Who Should Attend

Information Security Managers, Analysts, and Administrators; I'T
Managers, Architects, and Developers/Integrators; IT Auditors;

Network and System Administrators; Security Architects and

Engineers; Application Certification/Quality Assurance Specialists;

Consultants; Compliance Officers; Project Managers

What You Will Learn

1. Virtualization Basics

e whatitis

* advantages and disadvantages of virtualization
e hardware considerations

* high availability

e back-up strategies

ESX and Hyper-V
integrating virtualization and disaster recovery

potential hypervisor attacks

ESX Basics

ESX versions

ESX 3.5 and 3.5i
managing ESX hosts
ESX host security
patching ESX hosts

Hyper-V Basics

Windows Server 2008 vs. Windows Server 2008
Server Core

Installing Hyper-V on Windows Server 2008 vs.
Server Core

System Center Virtual Machine Manager, Server
Core and Hyper-V

Windows Server 2008 and Hyper-V
best practices for securing Hyper-V hosts

Developing an Audit Program for ESX/Hyper-V
hardware parameters

proper UPS configuration for hosts and guests
best practices for console access

log file configuration and review

firewall configuration

SNMP configuration

Scanning for servers for security holes/viruses/root kits
back-up strategy

patch management

VMotion/DRS security

virtual guest configuration

virtual server guest base images

“Best training class ever taken with MIS. I am
excited to apply this new knowledge in future

examinations.”

Steven Green, IT Risk Specialist,
Farm Credit Administration

Really great instructor and course; very

knowledgeable. Timely topic.”

David Heinrich, CISA, CIA, CPA,
Senior Auditor, KAR Holdings, Inc.

www.misti.com



Other Seminars of Interest

MIS Training Institute offers a full curriculum of practical
seminars for I'T auditors and information security
professionals.

Here is just a sampling of MIS" highly acclaimed courses:

* Advanced Application Security and Audit Boot
Camp — Web E-Z Access ASG341

* Securing and Auditing Windows Active Directory
Domains — Web E-Z Access ASO402

* Security and Audit of Unix
— Web E-Z Access ASO311

» Web 2.0 Security and Audit
— Web E-Z Access ASG305

* Information Security Boot Camp
— Web E-Z Access ISG291

For complete details about these and other MIS seminars,
go to www.misti.com and enter the appropriate

Web E-Z Access code.

About the Instructor

Alan Sugano is President of ADS Consulting Group, Inc.

Mr. Sugano’s areas of expertise include networking; server,
workstation, and application virtualization; security; custom
programming; Web development; SharePoint; and SQL server
development. Previously, he was with Coopers & Lybrand (now
PricewaterhouseCoopers) as an MAS consultant.

Mr. Sugano speaks regularly on such topics as virtualization,
network audit and security, troubleshooting, network design

and implementation, server selection, network documentation
and management, and disaster recovery. He is a Contributing
Editor for Windows IT Pro, the author of the Real-World
Network Troubleshooting Manual, and a Microsoft Most Valuable
Professional (MVP).

About MIS Training Institute

Founded in 1978, MIS is the infernational leader in audit and information security
training, with offices in the USA, UK, and Asia. MIS" expertise draws on experience
gained in fraining more than 250,000 delegates across five continents. MIS
presents seminars and conferences in the areas of infernal and IT audit; Sarbanes:
Oxley compliance; information security; network infrastructure; operating platforms;
and enterprise applications. MIS offers Web-based training at www.misti-online.com
and on-site training. MIS Training Institute is a Euromoney Training Group company.

Registration Information

Mail: The registration form along with your check to MIS Training
Institute, 498 Concord Street, Framingham, MA 01702-2357
Call: (508) 879-7999 Fax: (508) 872-1153

E-mail: mis@misti.com

Web: www.misti.com E-Z Access ASN304

IMPORTANT: Please refer to the Registration Code on the

mailing panel when you register.

Tuition: Tuition is $2895 and covers course materials, refreshments,
and hospitality reception. It does not cover hotel accommodations.
Add $100 if you register 5 business days or less before your session
start date. Tuition must be paid in advance by cash, company check,
VISA, MasterCard, American Express, Diners Club, or Discover.

Class Hours: Class is conducted from 8:30 am - 5:00 pm daily
and concludes at 1:00 pm on the last day.

Continuing Education Credits: 38 CPEs. If you are a CISSP
we will forward your credits to (ISC)% Please provide your CISSP
number on the registration form. Please Note: Any extended
absences from class may result in reduced CPE credits earned.

MIS Training Institute is registered with the National Association of State Boards of Accountancy (NASBA) as a sponsor of continuing
ﬂ- professional education on the National Registry of CPE. Sponsors. State boards of accountancy have final authority o the acceptance of

CI)E individual courses for CPE credit. Complaints regarding registered sponsors may be addressed to the National Registry of CPE Sponsors,
Somsor? 150 Fourth Avenue North, Suite 700, Nashville, TN, 37219-2417. Web site: www.nasba.org.

MIS Cancellation Policy: A full refund less a $100 administra-
tive fee will be given for cancellations received 15 days or more
before the event. Tuition is non-refundable for cancellations
made 14 days or less before the event. You may, however, trans-
fer your tuition to another MIS Training Institute event, less a
$195 administrative fee. Transfers are valid for 12 months from
the time of initial cancellation. Substitutions are welcome at any
time. Those who do not cancel before the event date and who do
not attend are responsible for the full non-refundable, non-trans-
ferable tuition. To cancel, call customer service at 508-879-7999.

The High-Yield/No-Risk Guarantee: Attend this seminar and
receive information, tools, and techniques that will help you do
your job better. If you do not, simply tell us why on your com-
pany letterhead within 30 days of attending the event and we
will give you a full credit toward another seminar.

Hotel Information: Seminars will be held in a MicroTek
Computer Lab. A list of nearby hotels can be found at
www.mclabs.com.

Schedule Changes: MIS may occasionally find it necessary to
reschedule, relocate, or cancel sessions and will give registrants
advance notice of such changes. MIS will not be responsible for
penalties incurred as a result of non-refundable airfare purchases
or hotel reservations.

For Information
About In-House
Seminars
(oF:1]]

Mimi Hatch
at
410-692-2465
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Registration Form Please register me for the following:
.................................................................................................................................... [ May 3-7, 2010, Burlington, MA

Name [JMr. O Mrs. [1Ms. [ Dr. [ Prof. For Name Tag [] December 6-10, 2010, San Francisco, CA
T

Please send:
i R C) FREE MIS Course Catalog

e et [] FREE TransMISsion Online Newsletter
(Provide e-mail address)

e i s C) The Annual Conference on IT Audit
and Controls
Gy i e Gy ) MIS Tiaining Wk
Phone .................................................... Fax ..................................................................... D T/7€ Audzt Directorx ﬂ?ldMéZ?’lﬂgf}’S Symposzum
[J Information on MIS IT Audit Certificate
R Programs
CISSP # e [ Information on MIS Information Security
. Certificate Programs
Pa.yf“em Options: [J Information on In-House Seminars
Tuition: $2895
[] Check enclosed (payable to MIS Training Institute) [ 1 MIS PERC #.......cocoovoiioriiiine. [J Please make indicated changes to my

To pay by credit card, please register online or call Customer Service at mailing label.

508-879-7999, ext. 501, and have your credit card information ready.

MIS Training Institute accepts the following credit cards:

VISA, MasterCard, AMEX, Diners Club and Discover. Fax (508) 372-1153

< Phone: (508) 879-7999

The information you provide will be safeguarded by MIS Training Institute LLC, a part of the Euromoney Institutional Investor PLC Group, © el o P " . .

whose subsidiaries may use it to keep you informed of relevant products and services. As an international group, we may transfer your data on E mull' mis@misti.com web' WWW.mistl.com
a global basis for the purposes indicated above. If you object to contact by: [ ] telephone [ fax [ ] email, please check the appropriate box. We 498 Concord Street

occasionally allow reputable companies outside the Euromoney Institutional Investor PLC group to contact you with details of products and -ITNRSATII’:I" L’\_‘r(é

Framingham, MA 01702-2357

services that may be of interest to you. If you do not want us to share your information with other reputable companies, please check this box L.
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